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RADIUS u PAP
Komannst i npyrux Bepeuii Cisco I10S
ITpumeps! otnagku - RADIUS u PAP
IIporoxonst RADIUS u CHAP
Komangp! s apyrux Bepcuit Cisco I0S
ITpumepst otnanok - nporokosisi RADIUS u CHAP
Komanas! oTinaaku
JlonoTHUTe/IbHbIE CBeeHUs

BBenenue

DTOT IOKYMEHT Hccienyer obuue nmpoodsiemsr otinaaku Ha RADIUS koraa ucnons3yst [Iporokosn nposepku naposist (PAP) uimu [Tporokon
ayteHTu¢ukanuu ksutupoBanus [Ipobnemsr (CHAP). Crangaptabie HacTpoiiku [TIK st Microsoft Windows 95, Windows NT, Windows 98, u
Windows 2000 npegocTaBieHbl, TaK ke Kak IPHMEpPbl KOHPHUTypaluii U MpUMepbl XOPOLIMX ¥ HeYyIauHbIC OTIAIKU.

Ilepen Haya0M padoOThHI

YciaoBHbIe 0003HAYCHUSA

Jlns momydeHns JONONHUTENFHON HH(OpMAIHU 00 yCIOBHBIX 0003HAUYEHHAX B JOKyMeHTanuu, cM. Cisco YcIoBHEIE 0003HAUCHHS TEXHIIECKUX
TEPMUHOB.

IIpeaBapuTebHbIE YCI0BUSA

JIiist TaHHOTO JOKYMEHTa OTCYTCTBYIOT OIPE/ICIICHHBIC [IPEABAPUTEIBHBIC YCIOBHS.

Hcnosb3yeMbie KOMIIOHEHTbI

CBeZieHUs B 9TOM JIOKYMEHTE OCHOBaHbI Ha Brimyckax nporpammuoro obecrniedenust CISCO I0S 11.2 u nozxe.

CBCZ[CHI/IH, peACTaBJICHHBIC B IaHHOM TOKYMCHTC, ObLIN IMOJIYYCHBI Ha TCCTOBOM O60pyZ[OBaHI/II/I B CIICHAJIBHO CO3TIaHHBIX J'Ia60paT0pHLIX



ycioBusix. Bee yerpolicTBa, onrcaHHbIC B 3TOM JIOKyMEHTE, ObLITH 3aIyLICHBI ¢ YUCTOH (cTaHnapTHOI) koHpurypauueil. [Ipu padbote ¢ peaibHO
(YHKIMOHUPYIOIIEH CEThIO HEOOXOTUMO MOTHOCTBIO OCO3HABATH BO3MOJKHBIC PE3YIIbTAaThl HCIIOJIBF30BaHHS BCEX KOMAH]I.

CrangaprHas Hactpoiika IIK

Windows 95
CrnenyiiTe MIPUBEACHHBIM HUXKE HHCTPYKIMAM:

1. B okne nepexaromero Dialup, Beioepure ums coequnenus, rorna File> Properties.

2. Ha Bxuaznke Tun cepsepa, cM. eciid TpedoBats Encrypted Ilose napous Huxe Type Cepsepa MoaeMHOH CBS3U IPOBEPEHO.

¢ Ecim 3T10T O0KC OTMEYEH, TO 3TO 3Ha4YHT , uTo PC npm3Haet Tomsko ayreHTndukammo CHAP.

¢ Ecau 3TOT (hi1aykok He mocTaBjeH, 3To o3Havaet, 4to PC npunumaet uaentudpukanus CHAP wim PAP.

Windows NT
CrnenyiiTe MIPUBEACHHBIM HUXKE HHCTPYKIMAM:

1. B okne Dial-Up Networking, BeiOepuTe nms coequHenus, u 3atem Beioepure File> Properties.
2. IIposepwTe napameTpsl HaCTpoiiku Ha Bxnagke be3onacHOCTs:

e Ecau npuHaTHE 1000 HAEHTH(PUKAIUYN BKJIIOYAs ACHbII TEKCTOBOE MOJIe IPOBEPEHO, 3TO 03HavaeT, uto PC npunumaer PAP
mwm CHAP.

¢ Eciu [IpuHsaTHE TOJBKO (QI2)KOK 3amM(ppoBaHHOI MPOBEPKH MOAJIUHHOCTH nocTaBiieH, PC MpUHUMAET TOJIBKO
unentudukamuro CHAP.

Windows 98
CrnenyiiTe MpUBEACHHBIM HUKE UHCTPYKIHSIM:

1. B okne Dial-Up Networking, BeiOepuTe ums coetuHeHus, U 3aTeM Beioepute Properties.
2. Ha Bkmazke Server Types, mpoBepbTe apamMeTpbl HacTpoiku B [IpoaBunyTo#i o6nactu Onuuii:

¢ Ecmu [ToTpedoBaTh moJie 3amu¢poBaHHOr0 MapoJisi HeoOy31aHHO, 3TO 03HavaeT, uto PC npuHnMaet uaenTudukanyst CHAP unm
PAP.

¢ Ecmu [ToTpe6oBaTh moJie 3amu¢poBaHHOr0 MapoJisi IPOBEPEHO, 3TO 03Ha4YaeT, uTo PC MpHUHUMAET TOJNBKO HIACHTH(QHUKALIUIO
CHAP.

Windows 2000

CrnenyiiTe MpUBEACHHBIM HUXKE HHCTPYKIHSIM:

1. B cern u [lonkimodeHHSX yIaJIeHHOTO JOCTYIIA, BRIOEPUTE HMS COCANHEHHS, U 3aTeM BEIOepuTe Properties.

2. Ha Bkuagke bezonacHoctb, npoBepbTe apameTpbl HacTpoiiku B [IponBunyTom > Ilapamerpbl HacTpoiiku> Pa3pemaoTt um odjaactb
NPOTOKOJIOB:



¢ Eciau Hezammdposauusiii napoas (PAP), diaxok nocraenen, PC, npuaumaer PAP.

¢ Ecnu [Iportokos ayrentuduxanun kputuposanus IIpoéaemsl (CHAP) ¢naxox nocrasnen, PC, mpurumaer CHAP 3a RFC
1994.

¢ Ecimm Microsoft CHAP (MS-CHAP), ¢naxoxk nocrasieH, PC, mpuanmaer Bepcuo 1 MS-CHAP n ve npuanmaer CHAP 3a RFC
1994.

Kondurypauuu u npumMepsl 0TJIaAKH
RADIUS u PAP

Kondurypanus - RADIUS u PAP

Current configuration:

!

version 11.2

service timestamps debug uptime
no service password-encryption
service udp-small-servers
service tcp-small-servers

1

hostname rtpkrb
1

aaa new-model
1

!--- The following four command lines are specific to
!-—- Cisco IOS 11.2 and later, up until 11.3.3.T.
!--- See below this configuration for commands

!--— for other Cisco IOS releases.

1

aaa authentication login default radius local
aaa authentication ppp default if-needed radius local
aaa authorization exec radius if-authenticated
aaa authorization network radius if-authenticated
1

enable secret 5 $1$pkX.$JdAySRE1SbdbDe7bj0wyt0
enable password ww

1

username john password 0 doe

username cse password 0 csecse

ip host rtpkrb 10.31.1.5

ip domain-name RTP.CISCO.COM

ip name-server 171.68.118.103

1

interface Loopback0

ip address 1.1.1.1 255.255.255.0

1

interface EthernetO

ip address 10.31.1.5 255.255.0.0

no mop enabled

1

interface Serial0

no ip address

no ip mroute-cache

shutdown

1

interface Seriall

no ip address

shutdown

1

interface Asyncl

ip unnumbered Ethernet0

encapsulation ppp

async mode dedicated
peer default ip address pool async

no cdp enable
ppp authentication pap

1

ip local pool async 15.15.15.15
ip classless
ip route 0.0.0.0 0.0.0.0 10.31.1.1



1

snmp-server community public RW
snmp-server host 171.68.118.100 traps public
radius-server host 171.68.118.101 auth-port 1645 acct-port 1646
radius-server key cisco

1

line con O

line 1

session-timeout 20

exec-timeout 20 0
password ww

autoselect during-login
autoselect ppp
modem InOut

transport input all

stopbits 1

speed 38400

flowcontrol hardware

line 2
modem InOut

speed 38400

flowcontrol hardware

line 3 16

line aux O

line vty 0 4

exec-timeout 0 O

password ww

1

end

Komanasp! gaa apyrux Bepcuii Cisco 10S

IMpumeyanue: J[iis1 HCMONB30BaHUs STHX KOMAH/I, y/IAINTE BBIACICHHBIC KOMaH bl 3 KOH(GHUIYpAIMH BbIIIE U BCTABHTE UX KaK MOJIOKEHO B
Bamei peanmmsarmn Cisco 10S.

Cisco 10S 11.3.3. T no 12.0.5. T

aaa authen login default radius local

aaa authen ppp default if-needed radius local

aaa authorization exec default radius if-authenticated
aaa authorization network default radius if-authenticated

Cisco 10S 12.0.5. T u ITo3:xe

aaa authen login default group radius local

aaa authen ppp default if-needed group radius local

aaa authorization exec default group radius if-authenticated
aaa authorization network default group radius if-authenticated

IMpumeps! otiiaaku - RADIUS u PAP

Hpnmeqaﬂne: B BBIXOAHBIX JAHHBIX OTJIAaIKH l'IOJ'ly)KPIpHLIﬁ TCKCT BBIACIIACT l'lp06J'leMLI B OTJIaJIKE. OOBIYHBIN TEKCT ITOKA3bIBACT XOopoumyro
OTJIaAKY.

rtpkrb#

rtpkrb#sho deb

General OS:

AAA Authentication debugging is on

AAA Authorization debugging is on

PPP:

PPP authentication debugging is on

PPP protocol negotiation debugging is on
Radius protocol debugging is on



rtpkrb#
4d02h: Asl LCP: I C
4d02h: Asl LCP: ACCM 0x00000000 (0x020600000000)

4d02h: Asl LCP: Mag
4d02h: Asl LCP: PFC
4d02h: Asl LCP: ACF
4d02h: Asl LCP: Low
SLINK-3-UPDOWN: Int

4d02h: Asl LCP: PFC
4d02h: Asl LCP: ACF

ONFREQ [Closed] id 0 len 20

icNumber 0x00001F67 (0x050600001F67)

(0x0702)
C (0x0802)

er layer not up, discarding packet
erface Asyncl, changed state to up
4d02h: Asl PPP: Treating connection as a dedicated line
4d02h: Asl PPP: Phase is ESTABLISHING, Active Open
4d02h: Asl LCP: O C
4d02h: Asl LCP: ACCM 0x000A0000 (0x0206000A0000)
4d02h: Asl LCP: Aut
4d02h: Asl LCP: Mag

ONFREQ [Closed] id 85 len 24

hProto PAP (0x0304C023)

icNumber 0xF54252D5 (0x0506F54252D5)

(0x0702)
C (0x0802)

PC insists on doing chap ('accept encrypted authentication only'),
but router is set up for pap:

Asl
Asl
Asl
Asl
Asl
Asl
Asl
Asl
Asl
Asl
Asl

LCP: I CONFNAK
LCP: AuthProto
LCP: O CONFREQ

[REQsent] id 98 len 12
0xC123 (0x0308C12301000001)
[REQsent] id 99 len 24

LCP: ACCM 0x000A0000 (0x0206000A0000)

LCP: AuthProto
LCP: MagicNumbe
LCP: PFC (0x070
LCP: ACFC (0x08
LCP: I CONFREJ
LCP: AuthProto

PAP (0x0304C023)

r OxF54D1AF8 (0x0506F54D1AF8)
2)

02)

[REQsent] id 99 len 8

PAP (0x0304C023)

PPP: Closing connection because remote won't authenticate

4d02h: Asl LCP: I C
4d02h: Asl LCP: ACCM 0x000A0000 (0x0206000A0000)
4d02h: Asl LCP: Aut
4d02h: Asl LCP: Mag
4d02h: Asl LCP: PFC
4d02h: Asl LCP: ACF
4d02h: Asl LCP: I C
4d02h: Asl LCP: ACCM 0x00000000 (0x020600000000)

4d02h: Asl LCP: Mag
4d02h: Asl LCP: PFC
4d02h: Asl LCP: ACF
4d02h: Asl LCP: O C
4d02h: Asl LCP: ACCM 0x00000000 (0x020600000000)

4d02h: Asl LCP: Mag
4d02h: Asl LCP: PFC
4d02h: Asl LCP: ACFC (0x0802)
4d02h: Asl LCP: Sta
4d02h: Asl PPP: Pha
4d02h: Asl PAP: I AUTH-REQ id 14 len 19 from "ddunlap"
4d02h: Asl PAP: Authenticating peer ddunlap

4d02h: AAA/AUTHEN:

4d02h: AAA/AUTHEN/START (1953436918): port='Asyncl'

ONFACK [REQsent] id 85 len 24

hProto PAP (0x0304C023)

icNumber 0xF54252D5 (0x0506F54252D5)

(0x0702)
C (0x0802)
ONFREQ [ACKrcvd] id 0 len 20

icNumber 0x00001F67 (0x050600001F67)

(0x0702)
C (0x0802)
ONFACK [ACKrcvd] id 0 len 20

icNumber 0x00001F67 (0x050600001F67)

(0x0702)

te is Open
se is AUTHENTICATING, by this

end

create_user (0x15AD58) user='ddunlap'
port='Asyncl' rem addr='async' authen type=PAP service=PPP priv=1

action=LOGIN service=PPP
4d02h: AAA/AUTHEN/S
4d02h: AAA/AUTHEN (
4d02h: AAA/AUTHEN/S

4d02h: RADIUS: Initial Transmit id 7 171.68.118.101:1645,

1

ruser=

list=""

TART (1953436918): using "default" list

1953436918) : status = UNKNOWN

TART (1953436918): Method=RADIUS

Access-Request, len 77
4d02h: Attribute 4 6 0A1F0105
4d02h: Attribute 5 6 00000001
4d02h: Attribute 61 6 00000000
4d02h: Attribute 1 9 6464756E
4d02h: Attribute 2 18 7882EO0AS5
4d02h: Attribute 6 6 00000002
4d02h: Attribute 7 6 00000001

Radius server is down - produces ERROR - since user is not
in local database, failover to local FAILs

Asl
Asl
Asl
Asl

PAP: I AUTH-REQ
AUTH: Duplicate
PAP: I AUTH-REQ
AUTH: Duplicate

id 16 len 19 from "ddunlap"
authentication request id=16
id 17 len 19 from "ddunlap"
authentication request id=17

RADIUS: Retransmit id 9

Asl
Asl
Asl
Asl
Asl
Asl

PAP: I AUTH-REQ
AUTH: Duplicate
PAP: I AUTH-REQ
AUTH: Duplicate
PAP: I AUTH-REQ
AUTH: Duplicate

id 18 len 19 from "ddunlap"
authentication request id=18
id 19 len 19 from "ddunlap"
authentication request id=19
id 20 len 19 from "ddunlap"
authentication request id=20

RADIUS: Retransmit id 9

already

already

already
already

already

in

in

in

in

in

progress

progress

progress

progress

progress



Asl PAP: I AUTH-REQ id 21 len 19 from "ddunlap"

Asl AUTH: Duplicate authentication request id=21 already in progress
Asl PAP: I AUTH-REQ id 22 len 19 from "ddunlap"

Asl AUTH: Duplicate authentication request id=22 already in progress
RADIUS: Retransmit id 9

Asl PAP: I AUTH-REQ id 23 len 19 from "ddunlap"

Asl AUTH: Duplicate authentication request id=23 already in progress
Asl LCP: I TERMREQ [Open] id 1 len 8 (0x000002CE)

Asl LCP: O TERMACK [Open] id 1 len 4

Asl PPP: Phase is TERMINATING

RADIUS: No response for id 9

$RADIUS-3-ALLDEADSERVER: No active radius servers found. Id 9.
RADIUS: No response from server

AAA/AUTHEN (3025998849): status = ERROR

AAA/AUTHEN/START (3025998849): Method=LOCAL

AAA/AUTHEN (3025998849): status = FAIL

Key in router does not match that of server:
RADIUS: Received from id 21 171.68.118.101:1645, Access-Reject, len 20
RADIUS: Reply for 21 fails decrypt

NT client sends 'DOMAIN\user' and Radius server expects 'user':

RADIUS: Received from id 11 171.68.118.101:1645, Access-Reject, len 20

AAA/AUTHEN (1406749115): status = FAIL

Asl PAP: O AUTH-NAK id 25 len 32 msg is "Password validation failure"

Asl PPP: Phase is TERMINATING

Asl LCP: O TERMREQ [Open] id 108 len 4

AAA/AUTHEN: free user (0xDA520) user='CISCO\ddunlap' ruser=''
port='Asyncl' rem addr='async' authen_type=PAP service=PPP priv=1

Radius server refuses user because user user enters bad password,
or both userid & password are bad:
RADIUS: Received from id 12 171.68.118.101:1645, Access-Reject, len 20
AAA/AUTHEN (733718529): status = FAIL
Asl PAP: O AUTH-NAK id 26 len 32 msg is "Password validation failure"
Asl PPP: Phase is TERMINATING
Asl LCP: O TERMREQ [Open] id 111 len 4
AAA/AUTHEN: free user (0x15B030) user='ddunlap' ruser=''"
='Asyncl' rem addr='async' authen_type=PAP service=PPP priv=1

User passes authentication (i.e. username/password is good)
but fails authorization (profile not set up for Service-Type=Framed &
Framed-Protocol=PPP) :
RADIUS: Received from id 13 171.68.118.101:1645, Access-Accept, len 20
RADIUS: saved authorization data for user 15AD58 at 15ADFO
AAA/AUTHEN (56862281): status = PASS
AAA/AUTHOR/LCP Asl: Authorize LCP
AAA/AUTHOR/LCP: Asyncl: (959162008): user='cse'
AAA/AUTHOR/LCP: Asyncl: (959162008): send AV service=ppp
AAA/AUTHOR/LCP: Asyncl: (959162008): send AV protocol=lcp
AAA/AUTHOR/LCP: Asyncl: (959162008): Method=RADIUS
RADIUS: no appropriate authorization type for user.
AAA/AUTHOR (959162008): Post authorization status = FAIL
AAA/AUTHOR/LCP Asl: Denied
AAA/AUTHEN: free user (0x15AD58) user='cse' ruser=''
port='Asyncl' rem addr='async' authen_type=PAP service=PPP priv=1
Asl PAP: O AUTH-NAK id 27 len 25 msg is "Authorization failed"

4d02h: RADIUS: Received from id 7 171.68.118.101:1645, Access-Accept, len 32
4d02h: Attribute 6 6 00000002

4d02h: Attribute 7 6 00000001

4d02h: RADIUS: saved authorization data for user 15AD58 at 16C7F4
4d02h: AAA/AUTHEN (1953436918): status = PASS

4d02h: AAA/AUTHOR/LCP Asl: Authorize LCP

4d02h: AAA/AUTHOR/LCP: Asyncl: (2587233868): user='ddunlap'

4d02h: AAA/AUTHOR/LCP: Asyncl: (2587233868): send AV service=ppp
4d02h: AAA/AUTHOR/LCP: Asyncl: (2587233868): send AV protocol=lcp
4d02h: AAA/AUTHOR/LCP: Asyncl: (2587233868): Method=RADIUS

4d02h: AAA/AUTHOR (2587233868): Post authorization status = PASS_REPL
4d02h: AAA/AUTHOR/LCP Asl: Processing AV service=ppp

4d02h: Asl PAP: O AUTH-ACK id 14 len 5

4d02h: Asl PPP: Phase is UP

4d02h: AAA/AUTHOR/FSM Asl: (0): Can we start IPCP?

4d02h: AAA/AUTHOR/FSM: Asyncl: (423372862): user='ddunlap'

4d02h: AAA/AUTHOR/FSM: Asyncl: (423372862): send AV service=ppp
4d02h: AAA/AUTHOR/FSM: Asyncl: (423372862): send AV protocol=ip
4d02h: AAA/AUTHOR/FSM: Asyncl: (423372862): Method=RADIUS

4d02h: AAA/AUTHOR (423372862): Post authorization status = PASS REPL
4d02h: AAA/AUTHOR/FSM Asl: We can start IPCP

4d02h: Asl IPCP: O CONFREQ [Closed] id 17 len 10

4d02h: Asl IPCP: Address 10.31.1.5 (0x03060A1F0105)



4d02h:
4d02h:
4d02h:
4d02h:
4d02h:
4d02h:
4d02h:
4d02h:
4d02h:
4d02h:
4d02h:
4d02h:
4d02h:
4d02h:
4d02h:
4d02h:
4d02h:
4d02h:
SLINEPROTO-5-UPDOWN: Line protocol on Interface Asyncl,

Asl IPCP: I CONFREQ [REQsent] id 1 len 34

Asl IPCP: Address 0.0.0.0 (0x030600000000)

Asl IPCP: PrimaryDNS 0.0.0.0 (0x810600000000)
Asl IPCP: PrimaryWINS 0.0.0.0 (0x820600000000)
Asl IPCP: SecondaryDNS 0.0.0.0 (0x830600000000)
Asl IPCP: SecondaryWINS 0.0.0.0 (0x840600000000)
AAA/AUTHOR/IPCP Asl: Start. Her address 0.0.0.0,
AAA/AUTHOR/IPCP Asl: Processing AV service=ppp
AAA/AUTHOR/IPCP Asl: Authorization succeeded
AAA/AUTHOR/IPCP Asl: Done. Her address 0.0.0.0,
Asl IPCP: Using pool 'async'

Asl IPCP: Pool returned 15.15.15.15

Asl IPCP: O CONFREJ [REQsent] id 1 len 22

Asl IPCP: PrimaryWINS 0.0.0.0 (0x820600000000)
Asl IPCP: SecondaryDNS 0.0.0.0 (0x830600000000)
Asl IPCP: SecondaryWINS 0.0.0.0 (0x840600000000)
Asl IPCP: I CONFACK [REQsent] id 17 len 10

Asl IPCP: Address 10.31.1.5 (0x03060A1F0105)

we want 0.0.0.0

we want 0.0.0.0

changed state to up

4d02h: Asl IPCP: I CONFREQ [ACKrcvd] id 2 len 16
4d02h: Asl IPCP: Address 0.0.0.0 (0x030600000000)
4d02h: Asl IPCP: PrimaryDNS 0.0.0.0 (0x810600000000)
4d02h: AAA/AUTHOR/IPCP Asl: Start. Her address 0.0.0.0, we want 15.15.15.15
4d02h: AAA/AUTHOR/IPCP Asl: Processing AV service=ppp
4d02h: AAA/AUTHOR/IPCP Asl: Authorization succeeded
4d02h: AAA/AUTHOR/IPCP Asl: Done. Her address 0.0.0.0, we want 15.15.15.15
4d02h: Asl IPCP: O CONFNAK [ACKrcvd] id 2 len 16
4d02h: Asl IPCP: Address 15.15.15.15 (0x03060FO0FO0FOF)
4d02h: Asl IPCP: PrimaryDNS 171.68.118.103 (0x8106AB447667)
4d02h: Asl IPCP: I CONFREQ [ACKrcvd] id 3 len 16
4d02h: Asl IPCP: Address 15.15.15.15 (0x03060FOFOFOF)
4d02h: Asl IPCP: PrimaryDNS 171.68.118.103 (0x8106AB447667)
4d02h: AAA/AUTHOR/IPCP Asl: Start. Her address 15.15.15.15, we want 15.15.15.15
4d02h: AAA/AUTHOR/IPCP: Asyncl: (4204275250): user='ddunlap'
4d02h: AAA/AUTHOR/IPCP: Asyncl: (4204275250): send AV service=ppp
4d02h: AAA/AUTHOR/IPCP: Asyncl: (4204275250): send AV protocol=ip
4d02h: AAA/AUTHOR/IPCP: Asyncl: (4204275250): send AV addr*15.15.15.15
4d02h: AAA/AUTHOR/IPCP: Asyncl: (4204275250): Method=RADIUS
4d02h: AAA/AUTHOR (4204275250): Post authorization status = PASS_REPL
4d02h: AAA/AUTHOR/IPCP Asl: Reject 15.15.15.15, using 15.15.15.15
4d02h: AAA/AUTHOR/IPCP Asl: Processing AV service=ppp
4d02h: AAA/AUTHOR/IPCP Asl: Processing AV addr*15.15.15.15
4d02h: AAA/AUTHOR/IPCP Asl: Authorization succeeded
4d02h: AAA/AUTHOR/IPCP Asl: Done. Her address 15.15.15.15, we want 15.15.15.15
4d02h: Asl IPCP: O CONFACK [ACKrcvd] id 3 len 16
4d02h: Asl IPCP: Address 15.15.15.15 (0x03060F0FOFOF)
4d02h: Asl IPCP: PrimaryDNS 171.68.118.103 (0x8106AB447667)
4d02h: Asl IPCP: State is Open
4d02h: Asl IPCP: Install route to 15.15.15.15
rtpkrb#
Iporokoast RADIUS u CHAP

Kondurypanus - RADIUS u CHAP

Current configuration:

version 11.2
service timestamps debug uptime
no service password-encryption
service udp-small-servers
service tcp-small-servers

hostname rtpkrb

aaa new-model

|

!--- The following four command lines are specific to

!--—- Cisco IOS 11.2 and later,

up until 11.3.3.T.

!-—- See below this configuration for commands
!--- for other Cisco IOS releases.

aaa
aaa
aaa
aaa

authentication login default radius local
authentication ppp default if-needed radius local
authorization exec radius if-authenticated
authorization network radius if-authenticated



1

enable secret 5 $1$pkX.$JdAySRE1SbdbDe7bj0wyt0
enable password ww

1

username john password 0 doe
username cse password 0 csecse
ip host rtpkrb 10.31.1.5

ip name-server 171.68.118.103

1

interface LoopbackO

ip address 1.1.1.1 255.255.255.0
1

interface Ethernet0

ip address 10.31.1.5 255.255.0.0
no mop enabled

1

interface Serial0

no ip address

no ip mroute-cache

shutdown

1

interface Seriall

no ip address

shutdown

1

interface Asyncl

ip unnumbered EthernetO
encapsulation ppp

async mode dedicated

peer default ip address pool async
no cdp enable

ppp authentication chap

1

ip local pool async 15.15.15.15
ip classless

ip route 0.0.0.0 0.0.0.0 10.31.1.1
1

snmp-server community public RW
snmp-server host 171.68.118.100 traps public
radius-server host 171.68.118.101 auth-port 1645 acct-port 1646
radius-server key cisco

1

line con O

line 1

session-timeout 20

exec-timeout 20 0

password ww

autoselect during-login
autoselect ppp

modem InOut

transport input all

stopbits 1

speed 38400

flowcontrol hardware

line 2

modem InOut

speed 38400

flowcontrol hardware

line 3 16

line aux 0

line vty 0 4

exec-timeout 0 O

password ww

1

end

Komanasl nis apyrux Bepcuii Cisco 10S

HpnMeqaﬂne: Z[J'Iﬂ HCTIOJB30BaHUS DTUX KOMAH, YAAJINUTE BbIICJIICHHBIC KOMaHAbI 13 KOHQ)I/II‘ypaIII/II/I BBIIIC U BCTABHTEC UX KaK ITOJIOXKCHO B
Bame peammsaruu Cisco 10S.

Cisco I0OS 11.3.3. T 10 12.0.5. T

aaa authen login default radius local



aaa authen ppp default if-needed radius local
aaa authorization exec default radius if-authenticated
aaa authorization network default radius if-authenticated

Cisco 10S 12.0.5. T u ITo3xke

aaa authen login default group radius local

aaa authen ppp default if-needed group radius local

aaa authorization exec default group radius if-authenticated
aaa authorization network default group radius if-authenticated

I[Mpumepsl ot1aa0K - npoTokoabl RADIUS u CHAP

IIpumeuanne: B BBIXOIHBIX TAaHHBIX OTJIAJKH, ONIMOKH B OTIAJIKE BBIICICHBI KyPCHBHBIM U XHPHBIM MPUPTOM. OOBIYHBIN TEKCT MOKA3bIBACT
XOPOIIYIO OTIAIKY.

rtpkrb#show debug

General OS:

AAA Authentication debugging is on

AAA Authorization debugging is on

PPP:

PPP authentication debugging is on

PPP protocol negotiation debugging is on

Radius protocol debugging is on

rtpkrb#

4d02h: Asl LCP: I CONFREQ [Closed] id 0 len 20

4d02h: Asl LCP: ACCM 0x00000000 (0x020600000000)

4d02h: Asl LCP: MagicNumber 0x0000405F (0x05060000405F)

4d02h: Asl LCP: PFC (0x0702)

4d02h: Asl LCP: ACFC (0x0802)

4d02h: Asl LCP: Lower layer not up, discarding packet

SLINK-3-UPDOWN: Interface Asyncl, changed state to up

4d02h: Asl PPP: Treating connection as a dedicated line

4d02h: Asl PPP: Phase is ESTABLISHING, Active Open

4d02h: Asl LCP: O CONFREQ [Closed] id 87 len 25

4d02h: Asl LCP: ACCM 0x000A0000 (0x0206000A0000)

4d02h: Asl LCP: AuthProto CHAP (0x0305C22305)

4d02h: Asl LCP: MagicNumber 0xF5445B55 (0x0506F5445B55)

4d02h: Asl LCP: PFC (0x0702)

4d02h: Asl LCP: ACFC (0x0802)

4d02h: Asl LCP: I CONFACK [REQsent] id 87 len 25

4d02h: Asl LCP: ACCM 0x000A0000 (0x0206000A0000)

4d02h: Asl LCP: AuthProto CHAP (0x0305C22305)

4d02h: Asl LCP: MagicNumber 0xF5445B55 (0x0506F5445B55)

4d02h: Asl LCP: PFC (0x0702)

4d02h: Asl LCP: ACFC (0x0802)

4d02h: Asl LCP: I CONFREQ [ACKrcvd] id 0 len 20

4d02h: Asl LCP: ACCM 0x00000000 (0x020600000000)

4d02h: Asl LCP: MagicNumber 0x0000405F (0x05060000405F)

4d02h: Asl LCP: PFC (0x0702)

4d02h: Asl LCP: ACFC (0x0802)

4d02h: Asl LCP: O CONFACK [ACKrcvd] id 0 len 20

4d02h: Asl LCP: ACCM 0x00000000 (0x020600000000)

4d02h: Asl LCP: MagicNumber 0x0000405F (0x05060000405F)

4d02h: Asl LCP: PFC (0x0702)

4d02h: Asl LCP: ACFC (0x0802)

4d02h: Asl LCP: State is Open

4d02h: Asl PPP: Phase is AUTHENTICATING, by this end

4d02h: Asl CHAP: O CHALLENGE id 11 len 27 from "rtpkrb"

4d02h: Asl CHAP: I RESPONSE id 11 len 28 from "chapadd"

4d02h: AAA/AUTHEN: create user (0x15AD58) user='chapadd' ruser="'"
port='Asyncl' rem addr='async' authen type=CHAP service=PPP priv=1

4d02h: AAA/AUTHEN/START (575703226): port='Asyncl' list=""
action=LOGIN service=PPP

4d02h: AAA/AUTHEN/START (575703226): using "default" list

4d02h: AAA/AUTHEN (575703226): status = UNKNOWN

4d02h: AAA/AUTHEN/START (575703226): Method=RADIUS

4d02h: RADIUS: Initial Transmit id 8 171.68.118.101:1645,
Access-Request, len 78

4d02h: Attribute 4 6 0OA1F0105

4d02h: Attribute 5 6 00000001

4d02h: Attribute 61 6 00000000



4d02h: Attribute 1 9 63686170
4d02h: Attribute 3 19 0B895D57
4d02h: Attribute 6 6 00000002
4d02h: Attribute 7 6 00000001

Radius server is down - produces ERROR - since user is not

in local database, failover to local FAILs:
Asl CHAP: I RESPONSE id 12 len 28 from "chapadd"
Asl AUTH: Duplicate authentication request id=12 already in progress
Asl CHAP: I RESPONSE id 12 len 28 from "chapadd"
Asl AUTH: Duplicate authentication request id=12 already in progress
RADIUS: Retransmit id 15
Asl CHAP: I RESPONSE id 12 len 28 from "chapadd"
Asl AUTH: Duplicate authentication request id=12 already in progress
Asl CHAP: I RESPONSE id 12 len 28 from "chapadd"
Asl AUTH: Duplicate authentication request id=12 already in progress
Asl CHAP: I RESPONSE id 12 len 28 from "chapadd"
Asl AUTH: Duplicate authentication request id=12 already in progress
RADIUS: Retransmit id 15
Asl CHAP: I RESPONSE id 12 len 28 from "chapadd"
Asl AUTH: Duplicate authentication request id=12 already in progress
Asl CHAP: I RESPONSE id 12 len 28 from "chapadd"
Asl AUTH: Duplicate authentication request id=12 already in progress
RADIUS: Retransmit id 15
Asl CHAP: I RESPONSE id 12 len 28 from "chapadd"
Asl AUTH: Duplicate authentication request id=12 already in progress
Asl LCP: I TERMREQ [Open] id 1 len 8 (0x000002CE)
Asl LCP: O TERMACK [Open] id 1 len 4
Asl PPP: Phase is TERMINATING
RADIUS: id 15, requester hung up.
RADIUS: No response for id 15
RADIUS: No response from server
AAA/AUTHEN (1866705040): status = ERROR
AAA/AUTHEN/START (1866705040) : Method=LOCAL
AAA/AUTHEN (1866705040): status = FAIL
Asl CHAP: Unable to validate Response. Username chapadd: Authentication failure
Asl CHAP: O FAILURE id 12 len 26 msg is "Authentication failure"
AAA/AUTHEN: free user (0x1716B8) user='chapadd' ruser=''

port='Asyncl' rem addr='async' authen_type=CHAP service=PPP priv=1

Key in router does not match that of server:
RADIUS: Received from id 21 171.68.118.101:1645, Access-Reject, len 20
RADIUS: Reply for 21 fails decrypt

NT client sends 'DOMAIN\user' and Radius server expects 'user':

RADIUS: Received from id 16 171.68.118.101:1645, Access-Reject, len 20

AAA/AUTHEN (2974782384): status = FAIL

Asl CHAP: Unable to validate Response. Username CISCO\chapadd:
Authentication failure

Asl CHAP: O FAILURE id 13 len 26 msg is "Authentication failure"

Asl PPP: Phase is TERMINATING

Asl LCP: O TERMREQ [Open] id 131 len 4

AAA/AUTHEN: free user (0x171700) user='CISCO\chapadd' ruser=''
port='Asyncl' rem addr='async' authen_type=CHAP service=PPP priv=1

Radius server refuses user because user is set up for pap,
user enters bad password, or both userid & password are bad:
RADIUS: Received from id 17 171.68.118.101:1645, Access-Reject, len 20
AAA/AUTHEN (3898168391): status = FAIL
Asl CHAP: Unable to validate Response. Username ddunlap: Authentication failure
Asl CHAP: O FAILURE id 14 len 26 msg is "Authentication failure"
Asl PPP: Phase is TERMINATING
Asl LCP: O TERMREQ [Open] id 134 len 4
AAA/AUTHEN: free user (0x1716B8) user='ddunlap' ruser=''"
port='Asyncl' rem addr='async' authen_type=CHAP service=PPP priv=1

User PASSes authentication (i.e. username/password is good)

but FAILs authorization (profile not set up for Service-Type=Framed &
Framed-Protocol=PPP) :
RADIUS: Received from id 19 171.68.118.101:1645, Access-Accept, len 20
AAA/AUTHEN (2006894701): status = PASS
AAA/AUTHOR/LCP Asl: Authorize LCP
AAA/AUTHOR/LCP: Asyncl: (2370106832): user='noauth'
AAA/AUTHOR/LCP: Asyncl: (2370106832): send AV service=ppp
AAA/AUTHOR/LCP: Asyncl: (2370106832): send AV protocol=lcp
AAA/AUTHOR/LCP: Asyncl: (2370106832): Method=RADIUS
RADIUS: no appropriate authorization type for user.
AAA/AUTHOR (2370106832): Post authorization status = FAIL
AAA/AUTHOR/LCP Asl: Denied

4d02h: RADIUS: Received from id 8 171.68.118.101:1645, Access-Accept, len 32
4d02h: Attribute 6 6 00000002



4d02h: Attribute 7 6 00000001

4d02h: AAA/AUTHEN (575703226): status = PASS

4d02h: AAA/AUTHOR/LCP Asl: Authorize LCP

4d02h: AAA/AUTHOR/LCP: Asyncl: (4143416222): user='chapadd'

4d02h: AAA/AUTHOR/LCP: Asyncl: (4143416222): send AV service=ppp
4d02h: AAA/AUTHOR/LCP: Asyncl: (4143416222): send AV protocol=lcp
4d02h: AAA/AUTHOR/LCP: Asyncl: (4143416222): Method=RADIUS

4d02h: AAA/AUTHOR (4143416222): Post authorization status = PASS REPL
4d02h: AAA/AUTHOR/LCP Asl: Processing AV service=ppp

4d02h: Asl CHAP: O SUCCESS id 11 1len 4

4d02h: Asl PPP: Phase is UP

4d02h: AAA/AUTHOR/FSM Asl: (0): Can we start IPCP?

4d02h: AAA/AUTHOR/FSM: Asyncl: (1916451991): user='chapadd'

4d02h: AAA/AUTHOR/FSM: Asyncl: (1916451991): send AV service=ppp
4d02h: AAA/AUTHOR/FSM: Asyncl: (1916451991): send AV protocol=ip
4d02h: AAA/AUTHOR/FSM: Asyncl: (1916451991): Method=RADIUS

4d02h: AAA/AUTHOR (1916451991): Post authorization status = PASS_REPL
4d02h: AAA/AUTHOR/FSM Asl: We can start IPCP

4d02h: Asl IPCP: O CONFREQ [Closed] id 19 len 10

4d02h: Asl IPCP: Address 10.31.1.5 (0x03060A1F0105)

4d02h: Asl IPCP: I CONFREQ [REQsent] id 1 len 34

4d02h: Asl IPCP: Address 0.0.0.0 (0x030600000000)

4d02h: Asl IPCP: PrimaryDNS 0.0.0.0 (0x810600000000)

4d02h: Asl IPCP: PrimaryWINS 0.0.0.0 (0x820600000000)

4d02h: Asl IPCP: SecondaryDNS 0.0.0.0 (0x830600000000)

4d02h: Asl IPCP: SecondaryWINS 0.0.0.0 (0x840600000000)

4d02h: AAA/AUTHOR/IPCP Asl: Start. Her address 0.0.0.0, we want 0.0.0.0
4d02h: AAA/AUTHOR/IPCP Asl: Processing AV service=ppp

4d02h: AAA/AUTHOR/IPCP Asl: Authorization succeeded

4d02h: AAA/AUTHOR/IPCP Asl: Done. Her address 0.0.0.0, we want 0.0.0.0
4d02h: Asl IPCP: Using pool 'async'

4d02h: Asl IPCP: Pool returned 15.15.15.15

4d02h: Asl IPCP: O CONFREJ [REQsent] id 1 len 22

4d02h: Asl IPCP: PrimaryWINS 0.0.0.0 (0x820600000000)

4d02h: Asl IPCP: SecondaryDNS 0.0.0.0 (0x830600000000)

4d02h: Asl IPCP: SecondaryWINS 0.0.0.0 (0x840600000000)

4d02h: Asl IPCP: I CONFACK [REQsent] id 19 len 10

4d02h: Asl IPCP: Address 10.31.1.5 (0x03060A1F0105)

4d02h: Asl IPCP: I CONFREQ [ACKrcvd] id 2 len 16

4d02h: Asl IPCP: Address 0.0.0.0 (0x030600000000)

4d02h: Asl IPCP: PrimaryDNS 0.0.0.0 (0x810600000000)

4d02h: AAA/AUTHOR/IPCP Asl: Start. Her address 0.0.0.0, we want 15.15.15.15
4d02h: AAA/AUTHOR/IPCP Asl: Processing AV service=ppp

4d02h: AAA/AUTHOR/IPCP Asl: Authorization succeeded

4d02h: AAA/AUTHOR/IPCP Asl: Done. Her address 0.0.0.0, we want 15.15.15.15
4d02h: Asl IPCP: O CONFNAK [ACKrcvd] id 2 len 16

4d02h: Asl IPCP: Address 15.15.15.15 (0x03060FO0F0FOF)

4d02h: Asl IPCP: PrimaryDNS 171.68.118.103 (0x8106AB447667)

4d02h: Asl IPCP: I CONFREQ [ACKrcvd] id 3 len 16

4d02h: Asl IPCP: Address 15.15.15.15 (0x03060FOFOFOF)

4d02h: Asl IPCP: PrimaryDNS 171.68.118.103 (0x8106AB447667)

4d02h: AAA/AUTHOR/IPCP Asl: Start. Her address 15.15.15.15, we want 15.15.15.15
4d02h: AAA/AUTHOR/IPCP: Asyncl: (1096193147): user='chapadd'

4d02h: AAA/AUTHOR/IPCP: Asyncl: (1096193147): send AV service=ppp
4d02h: AAA/AUTHOR/IPCP: Asyncl: (1096193147): send AV protocol=ip
4d02h: AAA/AUTHOR/IPCP: Asyncl: (1096193147): send AV addr*15.15.15.15
4d02h: AAA/AUTHOR/IPCP: Asyncl: (1096193147): Method=RADIUS

4d02h: AAA/AUTHOR (1096193147): Post authorization status = PASS_REPL
4d02h: AAA/AUTHOR/IPCP Asl: Reject 15.15.15.15, using 15.15.15.15
4d02h: AAA/AUTHOR/IPCP Asl: Processing AV service=ppp

4d02h: AAA/AUTHOR/IPCP Asl: Processing AV addr*15.15.15.15

4d02h: AAA/AUTHOR/IPCP Asl: Authorization succeeded

4d02h: AAA/AUTHOR/IPCP Asl: Done. Her address 15.15.15.15, we want 15.15.15.15
4d02h: Asl IPCP: O CONFACK [ACKrcvd] id 3 len 16

4d02h: Asl IPCP: Address 15.15.15.15 (0x03060FOF0FOF)

4d02h: Asl IPCP: PrimaryDNS 171.68.118.103 (0x8106AB447667)

4d02h: Asl IPCP: State is Open

$LINEPROTO-5-UPDOWN: Line protocol on Interface Asyncl,
4d02h: Asl IPCP: Install route to 15.15.15.15
rtpkrb#

changed state to up

Komaunasl oTjiagkn

UroObl IPUBECTH MPUMEP BBIXOIHBIX JAHHBIX OTJIAJAKH B 3TOM JOKYMEHTE, HCIOIb30BAINCH Ceayonre KoManasl debug.

IIpumeuanue: [lepen BBITOMHEHHEM KOMaH OTJIAAKH, oXKaiyiicta cM. Baxubiii MHpopmanus mo Komanaam OTinagxu.



¢ debug aaa authentication — oToOpaxxaeT cBeJCHUS 0 IPOBEPKE MOUTMHHOCTH AAA.
¢ "debug aaa authorization" - oTo6pa:keHue cBeeHuii 00 apTopuzanuu AAA.

¢ debug radius - [Tonpo6Hast otnanouynas nadopmanus [Tokasa cs3anack ¢ Ypanenasim Ono3naBatensHbM Server (RADIUS)
IMomnbe3oBatenst ¢ HAOOPHBIM TeJIC(HOHHBIM JOCTYTIOM.

¢ "debug ppp negotiation" — orodpa:karrca PPP-nakersl, nepenaBaemsblie npu 3anycke PPP ¢ corsiacoBanuem napamerpos.

I[OHOJIHI/ITCJILHBIQ CBCICHUSA

e RADIUS Crpannna TeXHHYECKOH MOIIEPKKH
¢ Texnnueckas nogaep:kka- Cisco Systems
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